A Project Report on “Automated Employees’ Attendance Analysis System”

CHAPTER - Vil

SECURITY OF THE SYSTEM

8.1 Physical Security

8.2 Application Security

8.3 Operating System Level Security
8.4 Database Security

.

Designed < Developed by Kongkana, Manisha, Prarthana, Preety, Sultana, BCA 5" Semester




A project on “Automated Employee Attendance Anakysis System “ of Handique Girls’ College 52

8.1 PHYSICAL SECURITY

Security means the protection of data against the unauthorized
access. Programs and data can be secured by issuing Login name,
password and the Server name. The program is run through the
Standard EXE and other programmers can’t make changes to the
procedures and module. But there is hazard of proxy User. If any one
know the password and login name of the system he cam easily access
the data and changes. So, the users are advised to change the

password very frequently.

8.2 APPLICATION SECURITY

Each user will be provided with an ID and password.
Authenticated users have to access all the functionality provided by
the system. Keeping the security of the password will be the
responsibility of the individual user. There the users are not grouped
into various user roles. Ever Successful login of the access is stored in
a specific file, which is use for record, and only the database

administrator knows the specific file.

8.3 OPERATING SYSTEM LEVEL SECURITY

Windows Server 2008 introduces a new and improved firewall;
the Windows Firewall with Advanced Security. The new Windows
firewall introduces many improvements and is very similar to the
firewall that was included with Windows Vista. Features included with

the new Windows Firewall with Advanced Security include:

e Granular inbound access control
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¢ Granular outbound access control
e« Tight integration with the Windows Server 2008 Server
Manager, with automatic configuration of the firewall when
services are installed using the Server Manager
« Highly improved IPsec policy configuration and management,
and a name change. IPsec policies are now referred to as
Connection Security Rules
+ Improved monitoring of firewall policy
 Improved monitoring of IPsec policies (now called Connection
Security Rules)
« Improved centralized monitoring of Main and Quick Mode
Security Associations
There are many configuration options included with the Windows
Firewall, so this article will be split into three parts, this first part is
about basic general configuration options for the firewall and for IPsec
policies. The second part will focus on how to create inbound and
outbound rules, and the third part will hone in how to create

connection security rules.

8.4 DATABASE SECURITY

The data should be secured from access of the unauthorized
access and modification; the management system software is
developed. Oracle is a scalable, high-performance database
management system with build-in replication capabilities, Internet
integration, open system architecture, and powerful graphic-based
management tools that are designed specifically for distributed
client/server computing. It has highly dedicated security system. The
database cannot be accessed by the user other than database
administrator or data owner. The data can be accessed from

application by other users only if she/he has access privileges. So, it
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is DBA responsibility to maintain a secure database. He gives the
users different roles and different privileges to maintain private data
from other users. The DBA can backup and restore database to

provide an important safeguard for protecting critical data stored in

Oracle databases.




